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Bai 13: Két ndi mang
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Muc tieu bai hoc

céc phuwong phap két nbi voi
Internet

« wu diém cha mang
« céac toc dd mang phd bién

vai trd ctia hé thdng tén mién
(DNS)

vai tro cua bao mat

« cac md hinh mang phé bién
e vai tro cua TCP

- T e N

vai tro cua twdng ltra va
gateway (cOng vao/ra mang)

e cach thire lam viéc cua mang
c6 day va mang khong day

V4 rd >

« str dung mang riéng ao
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Pinh nghia vé Mang

La mot hé thong truyén tai cac doi twong hodc théng tin

Trong cac thuat nglr dién toan hién dai, mang la mét nhém
gom hai hodc nhiéu may tinh dwoc két ndi véi nhau theo
cach dé chung co thé giao tiép, chia sé tai nguyén va trao

r

doi dir liéu voi nhal

- ¢6 thé bao gom mdt mang kinh doanh nhé trong mét phong, hoac
mang dién rdng trén toan cau két ndi hang triéu nguwdi st dung
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Pinh nghia vé Mang

- Vu diém cua viéc sir dung Mang
- Nhirng wu diém ctla viéc s&r dung mang:
- chia sé cac tép tin
- st dung c4c tai nguyén mang (chang han nhw may in)
- truy cap Internet
- Kha nang chia sé c4c tai nguy&n nhw may in gilp b HAt Lia~ tidn
L ve unio o en@U NQUT st dung co6 thé duing chung tai

N N\ ~n n
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Pinh nghia vé Mang

Toc d6é mang

) . Pon vi do Twong *ng voi...
- Toc dé mang dwoc xac dinh bang | bes SG bit trén gidy
kha nang truyén tai thong tin. Kha | Kbps Nghin bit trén giay
néng nay dwoc do bang sb lvon ops Tricu bit trén gidy
g y : 9 yng Gbps Ty bit trén giay

bit, va toc dé truyén tai div liéu trong
mang dwoc do bang so bit trong mot gidy (bps)

- Nhirng nhiéu yéu t6 anh hwédng dén toc dé truyén tai div liéu qua
mang:
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Cac mo hinh mang

« M6 hinh Khach/Chu
- Rét nhiéu mang doanh nghiép dwoc ciu tric theo mé hinh khach/chd.

Nhirng mang nay ciing dwoc goi la cac mang dwa trén may chu
- tng may tinh riéng biét va céc thiét bj twong tac véi cac may tinh khac théng

qua mét may cha trung tdm ma ching dwoc két nbi

¢ may tinh PC dwgc goi la hé ’rhnnn cac may khach, cac dic
ma

ac
&u cau bdi hé thong may khach dwoc cung cap bédi cac m
- May cha c6 hiéu nang t6t hon nhiéu so véi cac hé thdng may khach dwoc két

ndi v&i nd
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Cac mo hinh mang

« M6 hinh mang ngang hang
- noi tat ca cac may tinh tham gia déu c6 vai trd gibng nhau, va
khéong cé may chu trung tam
- méi may tinh dwoc két ndi véi mang dwoc goi 1a mét may tinh
trong mang (host).
- Cac may hosts nay co thé chia sé tép tin, két ndi Internet, may in, may
quét hodc cac thiét bi ngoai vi khac.

M6 hinh dwa trén nén Web
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TCP/IP va Mang

& P

° F:nn taiZiuAa XN AN AAA LALY AlhAa ~AnLLAA nf':n +hié-|- hi ”iqn -I-:;-(\r\ 7. LT vv-—- ..\;L Ui
i e s g ey G G G s
« Tat ca c4c hé diéu hanh chinh (Vvi..ao.vs, M2z DS, vLnlux) déu

ho trg moét giao thire mang co tén 1a Transmission Control
Protocol/Internet Protocol (T~ "7\,
- IP Ia mét giao thirc chuan cho ca mang cuc bd cling nhw mang dién réng,
va dé ciing 1a giao thirc can cé dé c6 thé truy cap Internet
« TCP/IP la mét tap hop hay la bé céc giao thirc cung cap céc dich vu

~n
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Mang cuc bo (LAN: Local Area Network)

« La mdt nhom cac may tinh dwoc két ndi véi nhau bén
trong mét vung dién tich dia ly nho

- Nguwoi dung can dang nhap vao mang st dung tén nguoi
dung va mat khau da dwoc ghi nhan trwéc.

= od4au

mang Ethernet
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Mang cuc bo (LAN: Local Area Network)

 Két néi v&i LAN
- Két ndi véi mang LAN yéu cau:

- - S X NI NlAbaArl, Intarfara Ciard)

o vt Y e g !
- mét thiét bj truyén thdng (c6 day hoac khdng day)
- Card giao tiep mang (NIC)

- Con duwgc goi la card mang {é

- dong vai trd 1& bd phan tiép xuc gitra may tinh va mang—.
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Mang cuc bo (LAN: Local Area Network)

« Cach st dung dia chi trén LAN
- Pé cac may tinh két n6éi mang c6 thé giao tiép vé&i nhau, méi may
tinh can cé mét dia chi duy nhat.

* Dia chi MAC
- Méi NIC c6 mét dia chi duy nhat ton tai vinh vién dwoc dot vao bén
trong NIC b&i nha san xuét
- Dia chi nay la dia chi Media Access Control (MAC), dia chi vat ly hay
dia chi cda thiét bi

r

(
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Mang cuc bo (LAN: Local Area Network)

Dia chi Internet Protocol (IP)

- M0i may tinh trong mang TCP/IP (ho&c trén Internet) c6 mét dia chi
Internet dé phan biét né véi cdc may tinh khac trén mang. Bia chi
Internet dwoc goi la dia chi IP

- C06 2 phién ban: phién ban 4 (IPv4) va phién ban 6 (IPv6)

- Tat ca cac thiét bj hé tro dia chi trén mang, bao gdbm cac may in mang,
céc bd dinh tuyén,... can c6 mét dia chi IP

o Dja chi IPv4 la dia chi 32-bit dwoc chia thanh bén phan véi méi phan dwoc
ohan chia b&i moét dau cham. Vi du vé dia chi IPv4 1a: 200.168.212.226.

© CCI Learning Solutions Inc.




Mang cuc bo (LAN: Local Area Network)

Phan dia chi Mang va dia chi Host

- mot dia chi IP bao gom hai phan:
o Phan.... ... ......, —clng dwoc goi la dinh danh mang, ID mang, hoac tién
t6 mang. Phan dia chi mang dwoc chi ra béi mét sé lwong bit (bat dau tir
cac bit phia ngoai cung bén trai)

trén mang
- Mét ky hiéu dac biét dwoc goi 1a ky hiéu gach chéo cé thé dwoc st
dung dé chi ra bao nhiéu bit dwoc str dung cho tién t6 mang.
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Mang cuc bo (LAN: Local Area Network)

- Cai gi xac dinh mét dia chi IP?
o Dia chi IP cha hé théng dwoc xac dinh b&i mang ma né nam trén do.

o |a do tat ca cac may tinh nam trén cuing mét mang déu c6 chung dia chi
mang, nhwng can phai c6 duy nhét dia chi may tinh

o Pia chi IP c6 thé dwoc gan mét cach tha cdng va dwoc cau hinh béi nha
quan tri mang, hodc né c6 thé dwoc gan va dwoc cu hinh mét cach tw
dong théng qua dich vu cé tén |a Dynamic Host Configuration Protocol

\—

- Pia chi IP dén tr dau?

© CCI Learning Solutions Inc.




Panh dia chi tréen Internet

- Hé thong tén mién (DNS: Domain Name System)
- M@t dich vu anh xa cac tén mién duy nhat t&i cac dia chi IP cu thé

- Nhirng anh xa nay dwoc lwu trir trong cac ban ghi cta co sé& dir liéu
DNS database.

- DNS phén giai cac dia chi IP thanh tén dang van ban
- Cac may chu DNS

- Céac may chu trén Internet c6 chirc ndng duy nhat 1a phan giai tén mién
thanh dia chi IP
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Sw can thiét cia bao mat

Sw xac thwc va diéu khién truy cap
- khién quyén truy cap dé quan ly cac tai nguyén mang va gitr cho mang
bao mat.
- Xac thyce la qué trinh xac minh dinh danh cua nguwdi dung dang nhap
vao hé théng hodc mang
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Sw can thiét cia bao mat

« Mang riéng ao (VPN: Virtual Private Network)

- Céc két ndi tr bén ngoai mang vao bén trong LAN dwoc goi 1a truy cap tir
Xa.
- Bao mat 1a mét thanh phan dac biét quan trong khi truy cap tlr xa béi vi thdng
tin dworc truyén qua mét mang céng cong dé bi tén thwong khi bj danh chan
hoac bi nghe trom

- Xacthyc: " '~ ' [ A~ dinh dank =" ey e e e o adh

. - g~ iy —

- Ma hoa: tién trinh chuyén déi dir liéu thanh mét dang van ban khéng doc duorc,
dir liéu da ma héa sau d6 yéu cau ma khda giai ma dé cé thé doc dwoc div liéu
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Sw can thiét cia bao mat

- Haru dung cho nhirng ngwdi mudn lién lac tir xa va nhirng nhan
vién hay phai 1am viéc di dong cé thé thiét 1ap dwoc mot két ndi
bdo mat t&éi mang cla cdng ty tr bén ngoai dia diém cua céng ty

- Giup codng ty két ndi cac van phong vé tinh dé thiét 1ap cac két ndi
bdo mat gilra tat ca cac dia diém cla cong ty

- Sw dung VPN

- D& mang hé tro cac két ndi VPN, may chi VPN céan phai dwoc thiét lap
dé nhan céc két néi dén. Bat ky ngudi diing ndo muédn tao két ndi
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Sw can thiét cia bao mat

« Bao mat mang khéng day

- cac mang khéng day st dung séng vo tuyén dé gri va nhan théng
tin, nén ho dé dang bi nghe Ién va truy cap trai phép
- Tén nguwdi dung va mat khau khéng bao gi® nén gvi qua cac truyén
thong khong day khéng cé ma hoa
- ngudi dung trai phép c6 thé truy cap Internet “mién phi” théng qua
diém truy cap khéng day cta ban néu ban khéng thwc hién cac buwéc
bao mat

~ r N N
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Sw can thiét cia bao mat

- Ma héa va giai ma duwoc thye hién théng qua cac khoa
o Khoa la thuat toan toan hoc
o Khoéa cang phtrc tap, qua trinh giai ma cac ban tin ma héa cang khé ma
khong cé sw truy cap dén khéa
- Khi ban céu hinh mé hoa trén diém truy cap khéng day, méi hé théng
khach mudn truy cap mang khéng day can nhap mét cum tr dong vai
trd 14 mat khau khi lan dau két ndi vai diém truy cap
o Chi nhirng ai dwoc cung cdp mat khau phi hop méi duwoc cho phép két ndi
vao mang hoac dwoc xac thyc

© CCI Learning Solutions Inc.




Sw can thiét cia bao mat

Wired Equivalent DAy 1a ky thuat bao mat ban dau cho cac mang khéng

Privacy (\-.r day. WEP ma héa tat ca cac géi div liéu dwoe givi di gitra
khach hang va diém truy cap, nhwng st dung cac thdng
tin dwoc trao d6i khdng ma hoa trong subt qué trinh xac
thwe. Ngay nay, WEP duwoc coi la mot phwong phap da 16i
thi va cac nha quan tri s dung nhiéu ky thuat bdo mat
nang cao hon

WiFi Prote’.ted WPA cung cép kha nang bdo mat hon WEP, khéng yéu

Access (...." cau phan ctrng mang khéng day (NIC va diém truy cap

>
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Khac phuc sw c6 mang

« Khac phuc sw ¢6 1& qué trinh gidi quyét cac van dé bang cach loai bo
c&c nguyén nhan phat sinh van dé mot cach hop ly, va sau do tim va
khac phuc nguyén nhan thwe sy gay ra sw cb

- hiéu biét vé cach lam viéc cta cac phan clrng mang, dia chi mang va
nguyén tac l1am viéc ctia DNS cé thé gitip ban khac phuc cac sw cb thdng
thworng vé két ndi vai Internet.

« Néu ban loai b6 thanh céng cac nguyén nhan cé thé dan dén cac van dé vé
két nbi dau cudi va van khong thé két néi dén Internet, thi cé |1& van dé nam &
nha cung cap dich vu cta ban
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Khac phuc sw c6 mang

« Xem lai cac khai niém can ban
- DPé bat ky may tinh ndo cé thé két ndi vao mang, né can cé6 mét dia
chi IP hop lé.
- Céc dija chi IP dwoc cap phéat bdi ISP cho cac thué bao s dung dich vu

- Pia chi IP ¢c6 thé dwoc ciu hinh thd cdng trén may tinh, nhwng cling c6
thé tw dong dwoc gan cho cac may tinh théng qua giao thire cau hinh
may tinh déng (DHCP)

- Céc thong tin khac vé cach gan dia chi bao gdbm mét na mang con

1% N 2> > R N - .
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Khac phuc sw c6 mang

- Pé& may tinh c6 thé tham gia vao mét mang IP, can c6 card mang
va phwong tién truyén tai thong tin

- Cé&c may tinh mang két n6i véi may tinh khac théng qua thiét bi
chuyén mach hoéc két ndi véi cdng gan trong twong

- Heé thong tén mién (DNS) 1a mét dich vu cho phép ban nhap céc
URL than thién v&i nguwdi str dung thay vi dia chi IP vao thanh dia

rd >
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Khac phuc sw c6 mang

 Khac phuc cac sw co vé dia chi

- Dé c6 thé két ndi vdi Internet mot cach thanh cong, may tinh can
phai dwoc cau hinh chuan xac cho céc thanh phan nhw dia chi IP,
mat na mang con va céng vao ra mang mac dinh

- Nguwdi dung cudi thweng khéng thwe hién nhivng cai dat nay, va
hiém khi ho tw thay déi chiing

- Trong hau hét cac trworng hop, may tinh tw déng lay céc thiét 1ap tw
may cha DHCP
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Pé st dung tién ich IPCONFIG:

B C\Wirdows\system32\cmd.exe
Microsoft Windows [Uerszion 6.1.76H8A1

C:~Users~AnotherAlto>ipconfig

Windows IP Configuration

Wireless LAN adapter UWireless Networ)l Connection:

Hedia State : Media disconnectad
Connection—specific DHME Suffix . =

Ethernet adapter Local Area Connectian:

lnnnectmn—*petuflc DME Suffix . = ph cnx net

TPod Adimess. o oorees n D 199 1681 101
Subnet Mask : 255 _95L . 95E 0
Defanlt Gateway . . . . - . . . . = 192.168.1.1

Copyright (c> 2009 Microscft Corporation. All rights reserwved.

| 5

1. Nhap chuét vao Start.

B NV

lap can thiét vé dja chi mang.

Trong hép Search, nhap: cmd va nhan ENTER.

Quan séat dong bat diu véi cum tir "IPv4 Address ...

Trong ctra s nhac lénh, nhap: ipconfig va nhan ENTER.

" dé xem ba thiét



Khac phuc sw c6 mang

- Cé thé dé dang nhan ra dia chi IPv4 cé van dé:

- Dija chi 0.0.0.0 14 dia chi kh&i tao dac biét dwoc hé théng st dung khi
may tinh dang lay dia chi IP tv may chd DHCP

- Néu hé thdéng clia ban dang st dung dia chi IP 169.254.x.x (cung voi
mat na mang con 255.255.0.0), nghia 1 hé théng d6 khéng lién lac
dwoc véi may cha DHCP va né tw ciu hinh dja chi IP sir dung tinh
nang Windows Automatic Private IP Addressing (APIPA)

o Dai dia chi cia APIPA (tr 169.254.0.1 t¢i 169.254.255.254) la mét dai dia
chi IP riéng khéng thé dwoc st dung trén Internet
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Khac phuc sw c6 mang

. Kiém tra két noi v&i dia chi
- Ban cé thé ping dén céc dia chi cu thé dé xac dinh noi bi ngat két ndi

o Néu NIC va cap mang hoat déng ding chirc nang, ban c6 thé ping thanh
céng dén chinh dia chi IP cta ban.

- Néu NIC va cadp mang hoat ddng t6t va céc thiét lap ciu hinh mang ciing
chinh xé&c, ban c6 thé ping thanh céng dén céc hé théng may tinh khéc trén

~ \ ~ 7 R . R by - .
mang cuc bd, va ban cling c6 thé ping dwgc cong vao ra mang mac dinh

« Néu két ndi Internet clia ban hoat déng ding chirc nang, ban c6 thé ping
dén ISP hoac web site yéu thich thong qua dia chi IP
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- Pé sir dung tién ich ping:
" & CAWindows\system32\cmd.exe b B

Microsoft Windows [Uersion 6.1.76011
Copyright <c? 2887 Microsoft GCorporation. All rights reserved.

C:~UzerssInstructor>ping www.yahoo .com

Pinging dz—any—fp3-real.val . b.yahoo.com [Y2_30.38_.1481 vwith 32 hytes of data:
Reply from 72.38.38_148: hytes=32 time=180ms TTL=55
Reply from 72.38.38.148: bhytes=32 time=45ms TTL=55

Reply from 72.30.38.148: bytes=32 time=58ms TTL=55
Reply from 72_368.38_1468: hytes=32 time=6ims TTL=GG

Fing statistics for 72.38.38_14@:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx Lloss>,
A pproxil round trip times in milli—seconds:

Min m = 45m=. Maximum = 188ms. Average = 64ns

C:\UgerssInstructor

+ 1] t
4

1. Nhép chudt vao Start.

2. Trong 6 Search, nhap: cmd va nhan ENTER.

3. Trong clra s6 nhac |I&énh, nhap: ping [ip_address] (v&i ip_address 14 dia
chi IP ctia hé thong ma ban dang muon lién lac) va nhan ENTER.

4. Quan séat cac ban tin tra 1o dé xac nhan két néi dwoc dén hé théng dé



Khac phuc sw c6 mang

- Khac phuc cac sw co veé thiét 1ap bao mat
- Thiét lap bdo mat cling cé thé 1a nguyén nhan gay ra sw cb két ndi.
- Bao mat khéng day

- Hau hét cac LAN khong day str dung mét phwong phap méa héa dé bao
vé qua trinh truy cap mang va cac tai nguyén mang.

- Néu ban gap khé khan trong viéc truy cap mang khéng day, ban can
dam bao da nhap chinh xac mat khau két néi vao mang dé

- Néu ban gap kho khan trong viéc truy cap mang khéng day, ban can
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Lesson Summary

« wu diém cha mang . cac phwong phap két noi voi

« cac toc dd mang phd bién Internet

. cac mé hinh mang phd bién  ° vai tro cua hé thong tén mién
| (DNS)

- vai tro cua TGP S
» vai tro cua bao mat

e vai tro cua twdng Itra va
gateway (cOng vao/ra mang)

 cach thire lam viéc cua mang
c6 day va mang khong day

V4 rd >

« str dung mang riéng ao
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Review Questions

1.T6c d6 truyén tai div liéu nao dwdi day 1a nhanh nhat?
a.3 Gbps ¢.300 Kbps
b.300 Mbps d.3,000,000 bps
2.Diéu nao dwadi day la dung véi mot dia chi IP?
a.Né tdn tai vinh vién.
b.Dwoc dét vao NIC bdi nha san xuét.

c.N6 xac dinh mang ma may tinh dang nam bén trong, va né xac dinh

~
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Review Questions

3.Cau ndo dwdi day 1a dung vé mang dién rong (WAN)?
a.WAN thwdng bi gi¢i han b&i mét vung dién tich nhé.

b.WAN dwoc hinh thanh khi hai ho&c nhiéu LAN két ndi v&i nhau st
dung mang céng cong.

c.WAN hau nhw cé tdc dd nhanh hon LAN.
d.WAN bi gi&i han b&i hé théng cap cuc bd ma ban da cai dat trong gia
dinh hoac van phong.
4.POTS, ISDN va cac dwdng day thué riéng c6 dac diém
nao chung?
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Review Questions

5.Thuat ng» bang théng réng dé cap dén:
a.bat ky két ndi tdc do cao ndo st dung chuyén mach vong.
b.bat ky két ndi toc dd cao nao ludn “bat”.
c.bat ky két ndi quay so toc dd cao nao
d.bat ky loai két ndi nao cung cap kha nang truy cap Internet.
6.Diéu gi dwdi day co thé tang toc dd duyét Web cla két ndi quay s6?
a.Khoéng hién thi hinh anh.
b.Mé& nhiéu thé trén trinh duyét dé phan bd tac vu tai trang.
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Review Questions

7.Dich vu nao cho phép ngwdi dung truy cap cac Web site bang cach st
dung tén mién thay vi dia chi IP?

a.DHCP c. DSL
b.DNS d. APIPA

8.Cau nao dwdi day mé ta chinh xac vé céng vao ra mang va tuwong lra?
a.Céng vao ra mang st dung loc géi di¥ liéu dé bao vé mang; twong Itra c6 thé st
du...§J ky thuat loc gbi div liéu cling nhw cac ky thuét ndng cao dé diéu khién dong

truyén tai div liéu.

b.Twong Itra s dung loc géi di liéu dé bao vé mang; cong vao ra mang co thé st
dung ky thuat loc gdi di liéu cling nhw cac ky thuat nang cao dé dieu khién dong
truyén tai div liéu.
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Review Questions

9.Mang riéng o (VPN) cung cap diéu gi?
a.Hang rao an ninh chan céc yéu cau truyén théng di vao mang.
b.Bao vé viéc truy cap vao mét mang riéng ttr bén ngoai.
c.Bao mat mang khéng day.
d.Tang dé thwc thi cho trinh duyét Web.
10. Ky thuat ma hoa ndo cung cap cap dd bédo mat cao nhat?

a.WEP
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